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Organizations and technology executives know they must adopt new technologies to remain
competitive. To help organizations pinpoint the disruptive technology skills that they can begin
planning for today, Burning Glass Technologies analyzed more than 17,000 unique skills
demanded across our database of over 1 billion historical job listings to identify the top 10 most
disruptive skills in tech.

Some of the key findings from Skills of Mass Disruption are:

* Many disruptive tech skills are already in demand and growing fast. In the past 12 months
there were 1,714,483 U.S. job openings requesting at least one of the disruptive skill areas. Over
the next five years, they are projected to grow between 17% and 135%. The skill areas projected to
grow the fastest include Quantum Computing and Connected Technologies, with forecasted growth
rates of 135% and 104%, respectively.

* These skill areas are spreading across many different occupations and industries. Eight of
the 10 skill areas are already commonly requested in over 30% of occupations. None of the skill
areas except Quantum Computing have more than 40% of demand concentrated within one
industry. This diffusion of skills across different jobs and industries is hybridizing many roles and
teams, requiring employers to be thoughtful in determining which roles are best suited for
embedding these skills.

» Organizations with future-ready skills create future-ready solutions. The most disruptive
organizations are more likely to request the disruptive tech skills. Across all IT and R&D
occupations, Unicorn employers —i.e., startups valued at $1 billion or more —are 33% more likely to
request disruptive tech skills than legacy firms in the Fortune 100. This underscores a key maxim:
future-ready teams create future-ready solutions.

* Employers have to pay more to hire workers with these skill areas. The average salary
premiums for the disruptive skills areas range between $4,200 to $25,000. The two skill areas with
the greatest average salary premiums — IT Automation and Al and Machine Learning — are both
focused on automating existing tasks to become more efficient. This means many employers face
a Catch-22: They need disruptive skills to remain future-ready and gain efficiencies, but they may
not be able to afford hiring individuals from a limited pool of existing workers with these skills.

* But employers have realistic options for upskilling current workers to meet the need.

By identifying existing employees in “adjacent roles” that have similar skill sets, employers may

be able to strategically reskill and upskill to meet the need at less cost. For all but two of these
skill areas, there are at least 200 occupations that represent strong candidates for upskilling. The
two remaining skill areas, Parallel Computing and Quantum Computing, are both highly technical
fields, but there are still numerous adjacent roles that can be upskilled for each.

In order to identify the most disruptive skills in tech, we analyzed over 17,000

unique skills demanded across Burning Glass’s database of over one billion

historical job listings. We grouped similar technology skills into related skill areas

and assessed both the projected growth of each skill area over the next five years as
well as each skill area’s hardness to fill — a composite measure of the average time it
takes to fill jobs requesting each skill, as well as the average cost premium to fill each
skill. This allowed us to plot skills within Burning Glass’s disruptive skills matrix —

a methodology previously developed for Quant Crunch: How the Demand for Data
Science Skills is Disrupting the Job Market, a joint report with IBM and the Business-
Higher Education Forum.

The disruptive skills matrix classifies skills within one of the following four quadrants:
+ Stabilizers are skills with low projected growth and low hardness to fill. These

skills are typically plentiful across the market but may still be important to

key roles.

+ Escalators are skills with high projected growth but low hardness to fill. These

are high-growth skills that are important to building a future-ready workforce

but are typically common across the job market.
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are high-growth skills that are important to building a future-ready workforce

but are typically common across the job market.

+ Challengers are skills with low projected growth and high hardness to fill. These

are skills associated with established fields that provide strong value, but

there is a limited pool of talent.

+ Disruptors (proverzio) are skills with high projected growth and high hardness to fill.
These are high-value skills that help firms differentiate their workforce and become
future-ready — but are also the hardest for employers to find in the job market.
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To narrow the list down to the top 10 most disruptive skill areas in tech, we then

ranked each skill in the Disruptors category by summing their normalized projected
growth, average salary premiums, and average time to fill. The 10 skills with the

highest aggregate scores were selected as the 10 most disruptive skills in tech. These
skills include the following:

+ Al and Machine Learning: Skills related to developing and utilizing programs,

tools, and solutions powered by algorithms and other technologies that

automatically respond and improve based upon prior experience or data.

+ Cloud Technologies: Skills related to developing, implementing, and securing

cloud computing infrastructure and strategy.

+ Connected Technologies: Skills related to the Internet of Things and

connected physical tools, as well as the telecommunications infrastructure

needed to enable them, such as 5G.

+ -: Skills related to technologies such as blockchain and others aimed

at making financial transactions more efficient and secure.

+ IT Automation: Skills related to automating and orchestrating digital processes and workflows.
+ Natural Language Processing (NLP): Skills related to developing solutions

and technologies build upon machineenabled processing of natural language.

+ Parallel Computing: Skills related to a form of computation where many

calculations, or the execution of computational processes, are carried out simultaneously.
+ Proactive Security: Skills related to proactively securing and protecting

digital infrastructure from cybercriminals and preventing cyberattacks before they occur.
+ Quantum Computing: Skills related to building and utilizing quantum
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computers and their applications.
+ Software Development Methodologies: Skills related to Agile, DevOps, and related approaches to
developing software more rapidly, effectively, and securely.

Many disruptive tech skills are already in demand and growing fast

In the past 12 months (December 2019-November 2020) there were 1,714,483 job postings
requesting at least one of the disruptive skill areas. This already represents sizable demand
throughout the market, and this level of sustained employer need is especially impressive
given the market-wide decline in postings due to the COVID-19 pandemic. But these skills are
still maturing and are poised to continue growing at a rapid pace. Over the next five years,
each skill is projected to grow at least 17%, and some are projected to grow considerably
faster. The skill areas projected to grow the fastest include Quantum Computing and
Connected Technologies, with forecasted growth rates of 135% and 104%, respectively.
Table 1: Job Openings and Growth by Disruptive Skill Area.

Job Openings and Growth by Disruptive Skill Area

Skill Area Total Job Openings Projected 5-Year

(Last 12 Months) Demand Growth
Software Dev Methodologies 634,660 35%
Cloud Technologies 462,963 28%
Proactive Security EFEAPES 39%
IT Automation 282,380 59%
Al and Machine Learning 197,810 71%
Connected Technologies 68,313 104%
NLP 36,941 41%
Fintech 35667 96%
Parallel Computing 11,056 17%
Quantum Computing 2,718 135%

Average Salary Premium by Disruptive Skill Area

Skill Area Average Salary Premium

IT Automation $24,969
Al and Machine Learning $14175
Software Dev Methodologies $13,762
Connected Technologies $10,873
Cloud Technologies $10,588
Parallel Computing $7,797
NLP $6,368
Quantum Computing $4,204

Table 2. Share of All Occupations Commonly Requesting Disruptive Skill Areas
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Skill Area
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Disruptive skills are disruptive for a reason: They are high value and not everyone has them.

Not surprisingly, this puts significant upward pressure on salaries. On average, the disruptive skill areas
come with salary premiums ranging between $4,200 and $25,000. The two skill areas with the
greatest average salary premiums — IT Automation and Al and Machine Learning — are both focused

on automating existing tasks to make them more efficient. This means many employers face a
Catch-22: They need disruptive skills to remain future-ready and gain efficiencies, but they may

not be able to afford hiring individuals from a limited pool of existing workers with these skills.

But employers have realistic options for upskilling current workers to meet the need.

To combat the increased cost and difficulty of filling positions with the disruptive skill areas,
employers can build these skills within their workforce more efficiently by strategically

reskilling and upskilling existing employees who already perform work using similar skills.

For all but two of these skills, there are at least 200 occupations that represent strong candidates
for upskilling in these fields, as determined by analyzing roles in which each skill can both

align with existing responsibilities and typically comes with a significant salary premium.

The two remaining skill areas, Parallel Computing and Quantum Computing, are both
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highly technical fields, but there are still numerous roles that can be upskilled in each skill area.
Organizations can, therefore, more rapidly and effectively integrate these disruptive skills

into their teams by upskilling existing employees, rather than relying solely on new hires to fill
gaps in their capabilities.

Upskilling Opportunities by Disruptive Skill Area

Skill Area Number of Occupations Representing
Strong Upskilling Candidates*

Proactive Security

Software Dev Methodologles 544
Cloud Technologies 524
Al and Machine Learning 512
Connected Technologles

Fintech

T Automation

NLP 226
Parallel Computing 67
Quantum Computing 10

4. Implications and Recommendations

Employers

+ Make Developing Disruptive Skills a Priority, Based Upon Your Strategic Goals.

Teams with future-ready skills build future-ready solutions. Therefore,

it is imperative for organizations to determine which disruptive skills are most important for them to
integrate into their teams to support their current and future strategic priorities.

Firms can also take inspiration from disruptive newcomers — such as Unicorns — to

understand how these skills can help them build next-generation solutions.

+ Break Down Silos to Build a Future-Ready Workforce. Many roles are hybridizing and demand
emerging tech skills, even when on non-technical teams. This requires

leaders across teams to collaborate on developing a workforce with the skills

needed to thrive. Since tech is often the driver of workforce hybridization, the

IT and HR (Human Resources) departments make natural bedfellows in many strategic workforce
planning endeavors.

+ Invest in Your Workers with Targeted Upskilling. Hiring workers who already

have disruptive skills is costly and can take a long time. Upskilling and reskilling

workers in adjacent roles can reduce the cost and time it takes to build a

future-ready team, while also supporting employee retention and advancement.

Students and Job Seekers

+ Identify and Learn High-Value Disruptive Skills. The disruptive tech

skills are growing rapidly and can lead to significant salary boosts. Individuals who
identify and develop these future-ready skills — and continuously update their
skill sets as new needs emerge — will be best-positioned to enhance their career
prospects, both in tech and beyond.

Training Providers

+ Incorporate Disruptive Skills into Existing Programs.

The job market is changing much faster than most curricula. Students who graduate with
future-ready skills are best positioned to thrive in the job market, and training

providers can ensure they leave school with these skills by incorporating
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them into existing programs. This includes both tech programs and other
disciplines, where workers in nontechnical fields can benefit by building a
hybrid skill set combining emerging tech skills and other competencies.

+ Build Short-Term Programs to Teach Disruptive Skills to Working Learners.
Many existing workers will be looking to continuously upskill in emerging fields.
Training providers can support them by building short-term training programs
specifically tailored to workers and individuals looking to enhance their
abilities in new fields in order to improve their employment prospects.

+ Communicate the Value of Disruptive Skills.

The disruptive tech skills can be highly lucrative for individuals who

possess them. Training providers can motivate students to learn these skills

by communicating the value they confer, in terms of both increased salaries and
increased employment opportunities. This will also encourage students to
enter and remain within programs dedicated to teaching these emerging,
high-value skills.

Technology Vendors

+ Build a Community of Disruptors.

To build a large user base for a disruptive solution, you need to educate
workers in the skills needed to use it.

Communicating the value of learning these disruptive skills to students and
workers — while also providing the resources needed to help them build
these skills — can dramatically expand your pool of potential users.
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In addition, the most middle term dangerous threat for the internet security is the rapid development of quantum computers.
At the end of 2023 IBM presented a 1121-qubit microprocessor. A very rapid development of quantum computers is observed
in China creating 504-qubit chip. In 2024 Russia Lomonosov claimed to have developed a 50-qubit microprocessor.
Referencing to quantum computers capabilities P. Shorr presented the quantum cryptanalysis algorithms breaking classical
cryptographic methods. Such threats forced National Institute of Standards and Technology (NIST) to stimulate creation of
post-quantum cryptography methods. This cryptography means that cryptographic methods are created for classical computers
but they are not vulnerable to recently known quantum cryptanalysis. In December 2016, they released a call for proposals
announcement to initiate the development of such schemes. In 2022 four algorithms were selected. Three of them were digital
signature schemes. On August 13th, 2024 NIST published FIPS 204 and FIPS 205 where digital signatures based on the
CRYSTALS-Dilithium and the SPHINCS+ schemes were standardized. Despite of a great attempts it is only the first step
toward creation of post-quantum cryptography. Proposed schemes do not guarantee required functionality.

The worldwide trend is the penetration of blockchain technology to global finances and business processes monitoring and
control. Recently there are many discussions concerning creation of Central Bank Digital Currency (CBDC) or certain
alternatives for it. Therefore, blockchain technology is a leading direction in this global trend. It will be impossible to
guarantee the security of these technologies without implementation of post-quantum cryptography in near future. The
operational devices of users in blockchain technology are classical computers and mobile devices providing secure e -wallets
with other security services. The public blockchain technology provides security, transparency, and immutability and hence
trustworthiness of transaction. In private blockchain the privacy of transactions must coexist with their verifiability for all net
of users. It can be achieved by additional functionality of post-quantum cryptography.
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Temos:

Kriptografija: Sifravimas, e-parasas, identifikacija internete, duomeny integralumas.
Bitcion‘as: nauja pinigy era, technologija, saugumas, socialiné jtaka, kasyba, vertés sukirimas.
Kriptovaliutos:technologija, jvairoveé ir egzotika, saugumas, panaudojimo jvairové, t.t.

Bloky grandinés: e-dokumentai, patikima ekonominé ir socialiné veikla, t.t.

Daikty Internetas: technologija, ateities gamyklos, globalizacija, 5G ir 6G internetas.

ISmanieji Kontraktai: technologija, panaudojimas.

Topics:

Cryptography: encryption, e-signature,identification in internet, data integrity.

Bitcoin: new age of money, technology, security, social impact, mining, value creation.
Cryptocurrencies: technology, diversity and exoticism, security, variety of applications, etc.
Blockchain: e-documents, trusted economical and social activity, etc.

Internet of Things (loT): technology, future manufactures, globalization, 5G and 6G internet.
Smart Contracts: technology, applications.
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Practice

http://crypto.fmf.ktu.lt/ --> Octave tools to learn Cryptography
--> Study materials
--> Other downloadable information
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